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Binary Codes

You have already seen how check digits for bar codes (in Unit 3) and ISBN numbers
(Unit 4) are used to detect errors. Here you will look at codes relevant for data

transmission, for example, for transmission of pictures from Mars to the Earth, and see
how such codes are designed.

Noise: Error Detection

To take an example, in TV broadcasting the message for transmission is a picture in the
studio. The camera converts this into a 625-row array of packages of information, each

package denoting a particular colour. This array, in the form of an electrical signal, ig

broadcast via antennae and the atmosphere, and is finally interpreted by the receiving set

in the living room. The picture seen there differs somewhat from the original, errors
having corrupted the information at various stages in the channel of communication.
These errors may result in effects varying from subtle changes of colour tone to what
looks like a violent snowstorm. Technically, the errors are all classifiedises.\What

form does 'noise’ take in telephone calls?

A model of data transmission is shown below.

channel of communication

received
message

message———— Encoder Decoder—»——

received
signal signal

Normally, the message is encoded, the signal transmitted to the receiver, and then

decoded with a received message. Itis in the transmission that noise can affect the signal.

The Mariner 9 spacecraft in 1971 sent television pictures of the planet Mars across a
distance of 84 million miles. Despite a very low power transmitter, the space-probe

managed to send data which eventually resulted in very high quality pictures being shown

on our screens. This was in part largely due to the sophisticated coding system used.

As a very simple example, consider a code which has justéal@words

¢ ={(00), (02), (20), (11)}

Each codeword hdength2, and all digits are either 0 or 1. Such codes are daitedy
Codes

Activity 1

Could you detect an error in the transmission of any of these codewords?




Pupil Text

RS A S

MEP: Codes and Ciphers, UNIT 5 Binary Codes

One way to detect an error, would be to repeat each codeword, giving a new code
¢, ={(0000), (0101), (1010), (1111)}

Here each pair of digits is repeated.

Example 1

Can CodeC, detect a single error?

Solution

For example, if the codeword (010 1) was corrupted to (1 1 0 1) itis clear that an error

can be detected, as (1 1 0 1nasone of the codewords. So, y&S, can detect a single
error.

Example 2

Can a single error in a codeword be corrected?

Solution

This is not so straightforward to answer since, for example, (1 1 0 1) could have alsg
been (111 1) with one error, as wellas (010 1). So this code can detect a single
but cannot correct it.
It should also be added that th#iciency(or rate) of this code is given by

number of origina messagebits _ 2 _ 1

length of codeword 4 2

since each codeword in the original message had only two digits (ba#ed

Activity 2
Consider a code designed to specify one of four possible directions:
up down left right
(000) (110) (011) (101)

Can this code detect any single error made during the transmission of a codeword?
correct the error?

error

Can it

Often codes include @arity checkso that, for example, the co@ds transformed tdC,
as shown below.

C c,
00 000
01 011
10 101

11 110
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The extra last digit irC, is 0 if the sum of the digits modulo 2 is zero or even, or 1 if od
(Modulo 2 means0+0=0, 0+1=1, but 1+1=0, etc.)

Example 3
Can CodeC, detect errors now?
Solution

Yes it can, as any single error in a codeword is no longer a codeword. For example,

001 isreceivedinstead of 00 0, then there is clearly an error.

Using the previous definition, the efficiency of CoGg is %

None of the codes considered so far can correct errors.

if

Activity 3

Design a code containing 4 codewords, each of length 5, which can detect and corre
single error.

cta

Error Correction

It is clear that codes which can not only detect, but also correct errors are of far grea
use than those that can only detect — but the efficiency will decrease, since extra
essentially redundant information will have to be transmitted.

For example, here is a code that can be used to identify four directions:
up down left right
(000000) (111000) (001110 (110011)

The length of each codeword is 6, but since the number of message bits is essentiall
i.e. the code could consist of

00), 11), (01), 10

1 . .
. But, as you see, it can nmerrectsingle errors.

its efficiency is 2.1
6 3

ter

y 2,

Activity 4

The following codewords have been received using the code above. Assuming that
one error has been made in the transmission of each codeword, determine, if possib
actual codeword transmitted:

(@ (100000) (b) (110000) (c) (010011)

only
e, the
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Example 4

Can the code above detect if 2 errors have been made in the transmission of a code

Solution

If two errors are made, for example 11000 0 is transmitted instead of 000000
is not identifiable. Indeed, you would assume that onerror had been made and that
the actual codewordwas 111000.

Activity 5 Codes

Consider Code 5 given in the Appendix. Find out how many errors this code can det
and correct by considering, for example, codewords such as

(@ (11000000 (o) (0111111) (/) (1000100)

which are in error.

By now you should be beginning to get a feel for what is the important characteristic
code for the determination of the number of errors that can be detected and correcte
The crucial concept is that distancebetween codewords.

Thedistancg(d) between any two codewords in a code is defined as the sum of the
number of actual differences between the digits in the codewords; for example

d((111), (010)) =2
whilst d((0101), (1011)) =3

The Hamming distances defined for a BINARY CODE (in which the digits are either
0 or 1) as theninimumdistance between any two codewords in the code and is usually

denoted byd (the letter 'delta’ from the Greek alphabet).

Example 5

Determine the Hamming distance for the code with codewords
(11000), (00101), (10101), (11111

Solution
You must first find distances between all the codewords.

d ((11000), (00102)) = 4
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Why is the Hamming distance crucial for error detection and correction?

Activity 6 Hamming distance

Determine the Hamming distance for
Codes 1, 2, 3, and5

given in the Appendix.

To try to see the connection between the Hamming dist@nand the number of errors
that can be detected or corrected, in the next Activity you will consider Codes 1 to 5 f
the Appendix.

Activity 7
Copy and complete this table.
Errors
Code Hamming distance corrected detected
1 2 0 1
3 1 1

g b~ W N

Also add on to the table any other codes considered so far. Can you see a pattern?

The first thing that you probably noticed about the data in the table is that the results
different depending on whetheiis even or odd. It looks as if, for

0 =2, you can detect 1 error but correct O errors,

0 =3, you can detect 1 error and correct 1 error.

Example 6
How do you think the pattern continues for=4 and o =5?
Solution

For 0 = 4, you can detect 2 errors but are only able to correct 1 errad; 05, you can
both detect and correct 2 errors.

rom

are
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Activity 8

Construct a code for whicl® = 4. How many errors can it detect or correct? Similarly,

construct a code for whicld =5 and again determine how many errors it can detect or
correct. Can you suggest a generalisation of the results?

As can be seen from Activities 6 and 7, there is a distinct pattern emerging. For

5 odd, the code can correct and detect ug {6 —1) errors.

0 even, the code can correct up%t(ﬁ—z) errors, and detect up td errors.

Activity 9 Validating the results
Check that the above result holds for Code 9 in the Appendix.

Exercise 1

1.

The '2 out of 5' code consists of all possible words of length 5 which have exac
two 1s; for example, (1 01 0 0) belongs to the code but (1 101 0) does not.

List all possible codewords and explain why this code is particularly useful for t
transmission of numeric data. What is the Hamming distance for this code?

Analyse the '3 out of 7' code, defined in a similar way to the '2 out of 5' code in
qguestion 1. Determine its Hamming distance and hence find out how many wo
it can detect and correct.

Determine the Hamming distance for Code 7 in the Appendix. Hence find out
many errors this code can detect and correct.

ty

rds

now
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Codes

Code 1 Code 6
0000 0000000
0011 1101001
0101 0101010
0110 1000011
1001 1001100
1010 0100101
1100 1100110
1111 0001111
1110000
Code 2 0011001
000000 1011010
001110 0110011
010101 0111100
011011 1010101
100011 0010110
101101 1111111
110110
111000 Code 7
000000O0O
Code 3 Code 4 000011112
0000 0000 00110011
0101 1100 01010101
1010 0011 01100110
1111 1111 01011010
00111100
Code 5 01101001
0000000 11111111
0011101 11110000
0101011 11001100
0110110 10101010
1000111 10011001
1011010 10100101
1101100 11000011
10010110

1110001

Code 8

0000000
0010111
0100110
0110001
1000101
1010010
1100011
1110100
0001011
0011100
0101101
0111010
1001110
1011001
1101000
1111111

Code 9

0101010
1001100
0011001
1110000
0100101
1000011
0010110




